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What are your children doing online?

.Thelr childhoods may be very different from yours
-because of the digital playground that is available to them.
-Whlle this digital playground affords them a whole new set
-of opportunities it also brings its own new set of risks.

Using social media? Creating or watching

videos?
£ x[C]® M o
Playing or Home learning or
streaming games? Using Al home work?
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Children’s
Tech Trends

Via Ofcom children’s media use and attitudes report

https://www.ofcom.org.uk/siteassets/resources/documents/research-and-data/media-literacy-research/children/children-media-use-and-attitudes-2024/childrens-media-literacy-report-2024.pdf?v=368229



https://www.ofcom.org.uk/siteassets/resources/documents/research-and-data/media-literacy-research/children/children-media-use-and-attitudes-2024/childrens-media-literacy-report-2024.pdf?v=368229

Children have greater access to the internet
than ever before.

Proportion who go online, by age

96%

o-7

Proportion who have their own mobile phone, by age

But this means the internet has greater
access to children than ever before.



Are our
children
using
technology
to be
creative?

Creative activities undertaken on devices by children aged 8-17 (%).

-
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Add funny filters to a photo ﬂ "

Find images online to use in creative or homework tasks @
30

Follow an online 'how to' tutorial to create or do something
q "l 27
Oz

Make a drawing or picture online, or use colouring apps

Make changes to a photo to improve how it looks ﬂj o
Make an animation, meme or gif ﬂv o
Coding/ programming w .
Make or edit music online w 0
Create an online scrapbook of ideas on sites like Pinterest wg

Create an online photo book or calendar

Top 5 apps/sites used across all categories - by age group R
4A§'$
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Or are they
S simply a
Snapchat generation
who consumes
technology
mindlessly?



British kids spend
obsessive amount of time
on TikTok, new study
finds

British children spend 127 minutes a day on
TikTok — more than in any other country.

Children in the UK are using TikTok for more
than two hours a day, making British
youngsters some of the heaviest users of the
social media app worldwide, a new report has
claimed.

In the last four years, the average watch time
on TikTok has doubled since back in 2020,
children spent 70 minutes every day on TikTok.

TikTok used by 16% of British toddlers,
Jan 25, 2024 Ofcom report reveals



Internet safety risks for school-age children

There are 4 main kinds of internet safety risks for children.

Content Risks

lllegal, inappropriate, harmful, e.g. Fake news, deep fake images, racism,
misogyny, self-harm, extremism, pornography.

Contact Risks

Bullying, grooming, sexual harassment, exploitation, influencing, ‘end-to-end
encryption.

Conduct Risks

Acting in ways that might hurt others or being victims of this behaviour—privacy, digital footprint,
health and wellbeing, nudes and semi-nudes, copyright and live streaming.

Contract Risks

Contracts, membership agreements, or terms and conditions that they aren’t aware of or don’t

understand. Online gambling, advertising, phishing scams, financial scams and micro-transactions.




‘ The way

. — children
AT interact with

A VAV what they

" | see online
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: . D changes as

y they grow
N | | up.

rAge 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17

1004 - .'II?-

(VANC)
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Share, comment or post things




m Received nasty or hurtful .
1) interactions through ;

-
S—

text or

14% memirs 20% 2

apps

13% @ 18%

Boys 8-17 Girls 8-17

In the past 12 months, have you seen anything online that you
found worrying or nasty in some way that you didn’t like?

— 34% 35%
‘
AII aged 12-15 16-17 Any No

8-17 limiting limiting
conditions conditions




What’s In the
news?




How social media is making
young people accidental
election influencers

Pair arrested after boy died
trying social media craze

https://www.bbc.co.uk/news/articles/cdi1rl6p5p320

Influencers in firing line as Tech firms told to hide "toxic'
France tackles scams content from children

® 18 June 2023

Social media regulation debate

ERIC FOUGERE/CORBIS VIA GETTY IMAGES

https://www.bbc.co.uk/news/world-europe-65916250 https://www.bbc.co.uk/news/articles/czrx13jj9p30o



https://www.bbc.co.uk/news/articles/cd1rl6p5p32o
https://www.bbc.co.uk/news/articles/cyjjpkn4p7no
https://www.bbc.co.uk/news/world-europe-65916250
https://www.bbc.co.uk/news/articles/czrx13jj9p3o

A "Prime" example of the strength
of influencer marketing

A Gen Z craze

Prime, which launched in
the US, UK and Australia,
became the most sought-
after energy drink when
YouTube content
creators, Logan Paul and
KSI, promoted it.

With a subscriber list of
47 million, the brand
began to trend, with Gen
Z especially keen to get
their hands on the drink,
leading to thousands of
people happy to queue
overnight to get a bottle.




Is Al the future of education in Al can beat university
the South East'? students, study suggests
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GETTY IMAGES

https://www.bbc.co.uk/news/articles/c999k57ky7ro https://www.bbc.co.uk/news/articles/cqaaln0egb650

How mobile phone networks SheerLuxe defends use of Al
are embracing Al influencer

GETTY IMAGES

https://www.bbc.co.uk/news/articles/c6pp1nvw5zwo https://www.bbc.co.uk/news/articles/c3gw720vz3lo



https://www.bbc.co.uk/news/articles/cqqqln0eg65o
https://www.bbc.co.uk/news/articles/c3gw720vz3lo
https://www.bbc.co.uk/news/articles/c6pp1nvw5zwo
https://www.bbc.co.uk/news/articles/c999k57ky7ro

Who is the most
popular virtual
influencer?

Miquela Sousa,
better known as
@lilmiquela, is one
of the most popular
virtual influencers
on Instagram.

With over 2.9
million followers,

she has partnered = Top stories :
With faShion brands [¢] The Good Men Project s NBC News
ParentsTogether Warns Parents worry Al influencers

like Prada and

Calvin Klein.

Parents, Says Al-Generated
TikTok Influencers Promot...

9 hours ago

FT Financial Times

How Al-created fakes are
taking business from online
influencers

1 month ago

promote unrealistic beauty
standards

1 week ago

m Business Insider

Al is already coming for
human Instagram
influencers

1 month ago




What can you
do?



Acknowledge the positives!

% of online 12-17s who use websites or apps to help...
than boys f——) ' T
el up ol Symptoms ®4]%) “ T Any IiSted The Life Projectl Whatis Worklife?  HowWe Work  How We Live  How We Think
Zzz

How online gaming has become a social lifeline
] T - =

66

Sleep

m
Get support when feeling anxious g_ﬁ ET

Healthy eating én 1
Look after my mental health “T

Follow a fitness programme i@

By Bryan Lufkin W 16th December 20200

Gamers have known for a long time something that
everyone else is starting to figure out there’s community
connection on the other side of a screen.

https://www.internetmatters.org/resources/online-gaming-advice/online-gaming-the-benefits/



https://www.internetmatters.org/resources/online-gaming-advice/online-gaming-the-benefits/

Acknowledge the positives!

96% of parents of 3-17s believe that going online has at least one of the following benefits
Being online helps them...

with schoolwork / homework to develop creative skills to develop skills with reading and numbers
%,
o
Gl 7RGl sa% e I
to learn a new skill to build or maintain friendships to find useful info about personal issues
Xy
& A4 [ mED
o
to find out about the news to understand what other people think and feel to find out more about, or to support causes

~ I - ED 2D



Understand the world our
children grow up In.




Support your children

Take an interest. l

Listen and don’t judge. ()')"\Qﬁ( Sacial, [ﬁ
Engage with them. ({. Mediﬁb ‘D’Q/

Use technology with them. $

Do not become a ‘sharent’ - lead by example.

Talk to other parents about any issues - join social media parents
groups.

Be open minded to technology.



Be Knowledgeable

- About us Inclusive Digital Safety Q
NNNNNNN UES AG SETTING CONTROLS SO ws 10| SCHOCLS RESOURCES
u are here: Home > News & Opinion > Apps & Platforms > Fortnite Battle Royale — What parents need to know

I APPS & PLATFORMS

-
internet Fortnite Battle Royale — What parents need to
matters.org know

About us Inclusive Digital Safety Q

T ROTCTETICL SSSSSETTRL CONTROLS  GUIDES & RESOURCES NEWS & OPINION SCHOOLS RESOURCES N SPCC

EVERY CHILDHOOD IS WORTH FIGHTING FOR

> Parents guide to Roblox and how your kids can play it safely

What is child abuse? = Keeping children safe = Supportus Aboutus Events

APPS & PLATFORMS Home | Keepingchildren safe | Keeping children safe online | Inappropriate or explicit content

—

Parents guide to Roblox and how your kids can Inappropriate or
play it safely explicit content

Get advice on supporting children if they've seen
NSPCC

harmful or upsetting content online.

What is child abuse? | Keeping children safe

line | Parental controls

https://www.internetmatters.org/

Home | Keeping children safe | Keeping children safe on

L5

Parental controls

Get advice on setting up parental controls to help keep
your child safe online.

. -

v

https://www.nspcc.org.uk/keeping-children-safe/online-safety



https://www.internetmatters.org/
https://www.nspcc.org.uk/keeping-children-safe/online-safety

Children will make
mistakes...

“I wouldn’t want to be called a snitch”

BRI B 04% Total
- 1% 29%
AT 1S L3%

Create a culture
. “I'd worry that | was to blame”
where they will

i 3 O % Total
tell.. ——33% 39%
PR T EEL8%

“My parents/carer would stop me using the internet”
B i=13% Total

—f18% 30%

| B 49%




Test your home filtering

TESTOFILTERING Personal Schools Business Public Sector

TESTQYFILTERING

&%13}41

Results for Filter Test: Passed

) Children, particularly younger children, can be bothered by things they see online, and filters can be a helpful tool in reducing the chances of coming across

Establishment Type: Personal A _ yyeune yHings ey ? & &
something upsetting.

Organisation: Joe Bloggs Managing access te online content is very much an art and whilst no filter or parental controls tool is 100% effective, this utility will help you test the main

Postcode: L3171 3VE components of any filtering or parental controls (if they are active) on your Broadband or mobile connection.

IP Address: 62.252.201.33 All the major Broadband and mobile operators provide filtering or parental controls. To find out more about these including instructions on activating them
can be found on the Internet Matters website.

Network: NTL

Test My Internet Filter

Child Sexual Abuse Content

Tests whether you are blocking websites on the IWF Child Abuse Content URL list.

‘ 0 It appears that your Internet Service Provider or filtering solution includes the IWF URL Filter list, blocking access to Child Sexual Abuse content online ’

Adult Content Filter Test

Test whether your Internet filter blocks access to pornography websites

[ ° It appears that your filtering solution includes blocking for online pornography. ’ http :/ / teStfl Ite rl n g = CO m/



http://testfiltering.com/

Parental
Controls



@ Google Family Link

Available on App and Android
Stores and from here you can:

Monitor Screen Time.
Manage Apps.
Set sleep time.

See where they are.

Establish boundaries for
your family online.

¢ @ Family Link App activity reports
@ (& Not all screen time is created equal. It can depend on whether your
Daily limit Bedtime child is using their device to read a book, watch videos or play
games. You can use Family Link’s app activity reports to see which
. apps your child ing d make d k hat they
have access to
2 hr 15 min + -

Explore Family Link [£




'Apple Parental Control

From here you can:

Restrict Apps
Set time limits
Filter web content

Restrict the game
centre.

< Settings Screen Time

a: Downtllme_

Schedule time away from the screen

App Limits

Set time limits for apps.

Communication Limits

@@ Set limits based on your contacts

J

—‘ Always Allowed

Choose apps you want at all times.

@ Content & Privacy Restrictions

Jlock inappropriate content

Use Screen Time Passcode

Use a passcode to secure Screen Time settings and to allow

for more time when limits expire

Share Across Devices

You can enable this on any device signed in to iCloud to
report your combined screen time.

Set Up Screen Time for Family

Set up Family Sharing to use Screen Time with your
family's devices.

Turn Off Screen Time

11:37 4G Em)

< Back Content Restrictions

Ratings For U d Ki
Music, Podcasts, News & Workouts 1
Music Videos

Music Profiles

Movies

TV Shows

Books {

Apps

App Clips

WEB CONTENT

Web Content

SIRI

Web Search Content

Explicit Language

GAME CENTER

Multiplayer Games

Adding Friends



Internet
matters also
contains
parental
control guides
for dozens of
other devices
including
games
consoles and
smartphones

https://www.internetmatters.org/parental-controls

Broadband & mobile networks

dropdown list

Select the device from the

VIEW ALL



https://www.internetmatters.org/parental-controls

Support for you

e You can alway speak to:
e CEOP
e NSPCC
e School
e Or for more general information you can visit these sites:

e UK Safer Internet Centre (https://www.saferinternet.org.uk/)

e Internet Matters (https://www.internetmatters.org/)

The Parent Zone (https://parentzone.org.uk/home)

 Webwise (https://www.webwise.ie/ )



https://www.saferinternet.org.uk/
https://www.internetmatters.org/
https://parentzone.org.uk/home
https://www.webwise.ie/

